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Abstract

This article addresses whether there are sufficient constraints on legal professionals acting as police informants, following

the controversial ‘Lawyer X’ case. It examines key observations of the High Court of Australia in AB v CD; EF v CD [2018]

HCA 58 relating to lawyers’ and barristers’ duties to their clients and to the court. It argues that existing professional

rules and common law duties are insufficient to prevent legal advocates from acting as human sources. The author also

suggests implications arising from the decision for the application of public interest immunity to human sources.
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The use of informants, also known as ‘human sources’, is

widespread among Australian government agencies.

Informants play an essential and extensive role in criminal

investigations and evidence-gathering for criminal trials.

The terms human sources and informants are used inter-

changeably in this article to refer to those who provide

information to law enforcement agencies, and who

expect a level of secrecy in terms of their identity

and information-providing relationship with law enforce-

ment. Law enforcement organisations including federal,

state and territory police, the Australian Criminal

Intelligence Commission (ACIC), the New South Wales

Crime Commission (NSWCC); as well as government

agencies including the Australian Security Intelligence

Organisation (ASIO), the Australian Securities and

Investments Commission (ASIC) and the Australian

Competition and Consumer Commission (ACCC) all

use human sources.1 Human sources can serve a wide

variety of functions; these include providing information

about unsolved crime, setting up drug buys, introducing

officers to criminal contacts and secretly recording con-

versations using hidden recording devices.2 The rationale

for the use of human sources by law enforcement, and

for keeping their identities confidential, was explained by

Whealy AJ in R v Eastman:

It is extremely difficult for law enforcement to infiltrate

organised criminal groups as they conduct their oper-

ations according to a strict code of secrecy. Members

of these groups who breach this code may be exposed to

severe punishment. . . . If people who provide informa-

tion confidentially to police feel inhibited in assisting

police by providing information about serious criminal

allegations, it would seriously hamper the [police] in its
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work and would result in many allegations not being

properly investigated.3

Although essential to intelligence-gathering, the use of

human sources can be ethically fraught and place

people at significant risk of harm.4 Human sources can

fabricate or exaggerate facts in exchange for benefits,

such as monetary payments or reductions in criminal

charges and sentences. Unreliable or false information

can, in turn, result in unjustified convictions. An add-

itional risk is that harm might be occasioned to the

human source or to their family if the fact that they

are covertly providing information to law enforcement

is discovered.5

The limits of and risks associated with the informer–

handler relationship have come under scrutiny in light

of the controversial case of Lawyer X. Lawyer X

(also known by her human source number 3838 or the

acronym EF) is a former Victorian barrister who acted as

defence counsel for a number of prominent criminal

‘gangland’ figures, including Antonios ‘Tony’ Mokbel and

Carl Williams. Victoria Police initially reported that

Lawyer X had been registered as a human source

between 2005 and 2009. In February 2019, however,

it was revealed that Lawyer X was first registered in

1995, a year before she became a solicitor. In March

2019, a suppression order was lifted, revealing Lawyer

X to be Nicola Gobbo.6 The names and images of her

children are subject to non-publication orders for a

period of not less than 15 years.7

The Lawyer X scandal prompted Victorian Premier

Daniel Andrews to announce on 3 December 2018

a Royal Commission into the Management of Police

Informants. The Royal Commission seeks to determine

if, and to what extent, any criminal convictions have been

affected by the scandal. The Terms of Reference also ask

the Commission to assess ‘[t]he current adequacy and

effectiveness of Victoria Police’s processes for the

recruitment, handling and management of human sources

who are subject to legal obligations of confidentiality or

privilege’.8

Since being announced in December, the Royal

Commission has been rocked by further controversies.

Initially, former South Australian Police Commissioner

Malcolm Hyde AO APM was appointed as

Commissioner to the Royal Commission. However, the

Commissioner resigned from the position in February

after it was revealed that he had served at Victoria

Police while Ms Gobbo was registered as a human

source.9 The Royal Commission is now headed by the

Honourable Margaret McMurdo AC. In the lead-up to

the Royal Commission, Mokbel was stabbed in prison,

with two men arrested for attempted murder in relation

to the incident. (It is presently unclear if the stabbing was

related to the Lawyer X case.) In February, the Terms of

Reference were amended following reports that six add-

itional legal professionals have been acting as informants

to Victoria Police, including solicitors, legal secretaries

and a court clerk. Commissioner McMurdo revealed

that one of these informants may have breached client

legal privilege. This man was not officially registered as a

human source, but had been listed by Victoria Police as a

‘community contact’. Another solicitor is deceased and is

the subject of an ongoing homicide investigation.10

There has been speculation that legal professionals in

other Australian states and territories may be disclosing

confidential client information to law enforcement.

Arthur Moses SC, President of the Law Council of

Australia, has said that the Lawyer X controversy

should cause each government:

to raise questions with their law enforcement agencies as

to whether such a practice has existed or exists within

the law enforcement agencies, and request information

in relation to these matters. . . . If the governments are

not satisfied with the response that they receive then

they should call a Royal Commission.11

As at the time of writing, NSW, South Australia and

Tasmania Police had audited informant records dating

back more than 15 years. It is anticipated that other

states and territories will similarly audit their records.12

The use of legal professionals as human sources

is more widespread than previously anticipated.

Consequently, this article analyses the facts and outcome

of the High Court of Australia case of AB (a pseudonym)

v CD (a pseudonym); EF (a pseudonym) v CD (a pseudonym)

[2018] HCA 58, to demonstrate how the provision of

3R v Eastman [2015] ACTSC 97, [24]–[25] (Whealy AJ).
4Elyse Methven, ‘Lawyer X and police informants: what is a lawyer’s duty to their client and are there exceptions?’ The Conversation (online at 7 February
2019) https://theconversation.com/lawyer-x-and-police-informants-what-is-a-lawyers-duty-to-their-client-and-are-there-exceptions-11134.
5Peter Grabosky, ‘Prosecutors, Informants, and the Integrity of the Criminal Justice System’ (1992) 4(1) Current Issues in Criminal Justice 47.
6Tammy Mills and Emma Pearson, ‘Nicola Gobbo Named as Informer 3838 after Court Lifts Gag’, The Age (online at 1 March 2019) https://
www.theage.com.au/national/victoria/nicola-gobbo-named-as-informer-3838-after-court-lifts-gag-20190208-p50wh5.html.
7AB (a pseudonym) v CD (a pseudonym) [2019] HCA 6 (Nettle J); Jeremy Gans, ‘News: High Court Protects Lawyer X’s Children’, Opinions on High (Blog
Post, 1 March 2019) https://blogs.unimelb.edu.au/opinionsonhigh/2019/03/01/news-high-court-protects-lawyer-xs-children/.
8Department of Justice and Community Safety Victoria, Victorian Royal Commission into Management of Police Informants (Web Page) http://www.just-
ice.vic.gov.au/informants-royal-commission.
9Jill Hennessy A-G (Vic), Statement on the Royal Commission into Informants (Statement, 6 February 2019) https://www.premier.vic.gov.au/statement-
on-the-royal-commission-into-informants/.
10Lexie Jeuniewic and Benjamin Ansell, ‘Inmates Charged after Mokbel ‘‘stabbed’’ inside Prison’, Nine News (online at 11 February 2019) https://
www.9news.com.au/2019/02/11/16/19/news-melbourne-man-stabbed-at-barwon-prison; ‘Royal Commission Hears that Murdered Lawyer Was also
Police Informer’ (ABC Radio, 15 February 2019) https://www.abc.net.au/radio/programs/pm/murdered-lawyer-was-also-police-informer/10817674.
(‘Royal Commission Hears’).
11‘Royal Commission Hears’ (n 10).
12Arthur Moses, ‘Breach of Duties from Lawyer X, Police an Attack on Democracy and Justice’, The Australian (Sydney, 22 February 2019) 27.

94 Alternative Law Journal 44(2)

https://theconversation.com/lawyer-x-and-police-informants-what-is-a-lawyers-duty-to-their-client-and-are-there-exceptions-11134
https://www.theage.com.au/national/victoria/nicola-gobbo-named-as-informer-3838-after-court-lifts-gag-20190208-p50wh5.html
https://www.theage.com.au/national/victoria/nicola-gobbo-named-as-informer-3838-after-court-lifts-gag-20190208-p50wh5.html
https://blogs.unimelb.edu.au/opinionsonhigh/2019/03/01/news-high-court-protects-lawyer-xs-children/
http://www.justice.vic.gov.au/informants-royal-commission
http://www.justice.vic.gov.au/informants-royal-commission
https://www.premier.vic.gov.au/statement-on-the-royal-commission-into-informants/
https://www.premier.vic.gov.au/statement-on-the-royal-commission-into-informants/
https://www.9news.com.au/2019/02/11/16/19/news-melbourne-man-stabbed-at-barwon-prison
https://www.9news.com.au/2019/02/11/16/19/news-melbourne-man-stabbed-at-barwon-prison
https://www.abc.net.au/radio/programs/pm/murdered-lawyer-was-also-police-informer/10817674


confidential information to law enforcement may breach

legal professional rules and common law duties. In add-

ition, the article suggests implications arising from the

case of AB v CD for the application of public interest

immunity to human sources. It argues that existing

rules and duties are insufficient to prevent inappropriate

disclosures of confidential information by legal pro-

fessionals to law enforcement agencies. The Royal

Commission presents an important opportunity to con-

sider if reform is needed to prohibit law enforcement

agencies from using human sources in a fashion that com-

promises the integrity of the criminal justice process.

The High Court decision

In November 2018, the High Court of Australia deliv-

ered its reasons for judgment in AB (a pseudonym) v CD

(a pseudonym); EF (a pseudonym) v CD (a pseudonym)

[2018] HCA 58 (AB v CD). The proceedings involved

applications for special leave to appeal brought by both

the Chief Commissioner of Victoria Police (AB) and Ms

Gobbo (EF) against the Victorian Court of Appeal’s dis-

missal of orders made by Ginnane J in the Supreme

Court of Victoria to lift the suppression of Ms Gobbo’s

identity. The Chief Commissioner of Victoria Police had

instituted proceedings in the Supreme Court in June

2016, seeking declarations that the information that the

Victorian Director of Public Prosecutions (CD) pro-

posed to disclose, which included Ms Gobbo’s identity,

was subject to public interest immunity (PII) and could

not be disclosed. In June 2017, the Supreme Court dis-

missed the PII claim, and in November 2017, the

Victorian Court of Appeal dismissed AB and EF’s appeals

from the orders of the Supreme Court. Both Courts

found that the public interest in disclosure outweighed

the public interest in immunity, despite the fact that dis-

closure could result in harm being occasioned to Ms

Gobbo and her children. Their reasoning was based on

the importance of ensuring that court processes were

used fairly and of preserving public confidence in the

courts, which prevailed over the interest in preserving

Ms Gobbo’s anonymity. In AB v CD, the High Court

revoked special leave to appeal, allowing the decision of

the Court of Appeal to take effect.

The High Court detailed in AB v CD how Victoria

Police had registered and used Ms Gobbo (referred to

in the decision as EF) as a human source to obtain crim-

inal convictions against Mokbel and six of his criminal

associates (the Convicted Persons). Mokbel was gaoled

in 2012 for a total of 30 years with a 22-year non-parole

period for large-scale drug trafficking offences.13

Significantly, Ms Gobbo had acted as counsel for the

Convicted Persons. The High Court described how the

information Ms Gobbo provided to Victoria Police ‘had

the potential to undermine the Convicted Persons’

defences to criminal charges of which they were later

convicted’.14 Ms Gobbo had also provided to police

information about other persons for whom she had

acted as counsel. In addition, Ms Gobbo provided infor-

mation about ‘various members of the criminal fraternity’

who were not her clients. Following the High Court

decision in AB v CD, the DPP wrote to 20 individuals in

relation to their criminal prosecutions.15

The High Court was strident in its criticism of Ms

Gobbo in purporting to act as counsel for the Convicted

Persons while covertly informing against them. In a unani-

mous judgment, the Court called her actions ‘fundamental

and appalling breaches’ of her obligations to her clients and

to the court. Victoria Police were also admonished for

‘reprehensible conduct in knowingly encouraging’ the bar-

rister to inform against her clients. The Court stated that

the Police were ‘involved in sanctioning atrocious breaches

of the sworn duty of every police officer to discharge all

duties imposed on them faithfully and according to law

without favour or affection, malice or ill-will’. As a result

of the barrister’s and police officers’ breaches of their

duties, the prosecution of each Convicted Person ‘was

corrupted in a manner which debased fundamental prem-

ises of the criminal justice system’.16

Public interest immunity and human
sources

Although not the primary focus of this article, central to

the High Court’s decision was the application of PII to

human sources. PII is a doctrine of substantive law and a

‘fundamental immunity’,17 which allows for information

to be withheld where disclosure would harm the public

interest. The general rule articulated by Gibbs ACJ in

Sankey v Williams is that ‘the court will not order the

production of a document, although relevant and

13‘Tony Mokbel Sentenced to 30 Years Jail for Drug Trafficking’ (ABC Radio National, 3 July 2012 http://www.abc.net.au/pm/content/2012/
s3538125.htm; Jeuniewic and Ansell (n 10).
14AB (a pseudonym) v CD (a pseudonym); EF (a pseudonym) v CD (a pseudonym) [2018] HCA 58, [1] (‘AB v CD’) (Kiefel CJ, Bell, Gageler, Keane, Nettle,
Gordon and Edelman JJ).
15Linda Dessau AC (Governor of the State of Victoria), ‘Letters Patent: Royal Commission into the Management of Police Informants’ (Letters Patent,
13 December 2018) https://www.rcmpi.vic.gov.au/Letters-Patent; Office of Public Prosecutions Victoria, ‘Statement from DPP Regarding High Court
Judgment Published Today’ (3 December 2018) http://www.opp.vic.gov.au/News-and-Media/Media-releases/Statement-from-DPP-regarding-High-
Court-judgment-p.
16AB v CD (n 14) [10] citing Victoria Police Act 2013 (Vic) sch 2.
17R v Lipton (2011) 82 NSWLR 123, [84] (McColl JA).
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otherwise admissible, if it would be injurious to the

public interest to disclose it’.18

Human sources face a risk of retribution if the fact

that they have provided information to law enforcement

is exposed. In AB v CD, Victoria Police argued that if the

DPP were to disclose her identity and the information

that Ms Gobbo had provided to police, her risk of death

would be ‘almost certain’.19 There were also concerns

that harm could be occasioned to her children. For this

reason, the Commissioner sought declarations that this,

and other information within a 2015 report by the

Victorian Independent Broad-based Anti-Corruption

Commission (the IBAC report), was subject to PII.

The High Court identified and weighed up two compet-

ing public interests. On the one hand, there was the inter-

est in favour of disclosure. This existed because the

information might result in convicted persons having their

convictions overturned and, ‘more fundamentally, in order

to maintain public confidence in the integrity of the criminal

justice system’. On the other hand, there was the interest

in ‘preserving the anonymity of EF as a police informer, and

thus in keeping her and her children safe from the harm

likely to result from disclosure of the information’. In rela-

tion to the ‘grave risk of harm’ to Ms Gobbo and her chil-

dren, it was argued that their safety could be protected if

she agreed to enter the witness protection program.20

The High Court confirmed the general proposition

that ‘there is a clear public interest in maintaining the

anonymity of a police informer’. If assurances of anonym-

ity were not honoured, ‘informers could not be pro-

tected and persons would be unwilling to provide

information to the police which may assist in the pros-

ecution of offenders’. However, the Court held that:

the public interest favouring disclosure is compelling: the

maintenance of the integrity of the criminal justice

system demands that the information be disclosed and

that the propriety of each Convicted Person’s conviction

be re-examined in light of the information. The public

interest in preserving EF’s anonymity must be subordi-

nated to the integrity of the criminal justice system.21

Ultimately, the High Court ruled in favour of disclosing

the information provided by and the identity of Ms

Gobbo.22 The decision therefore confirms that human

sources are not entirely ‘immune’ from having their iden-

tity exposed. Ordinarily, the protection of informers’

identities is ‘necessary for the proper administration of

justice’,23 but in this case, the ‘maintenance of the integ-

rity of the criminal justice system’ was deemed to be of

greater importance. Ms Gobbo’s communication of con-

fidential client information to police had undermined the

integrity of the criminal justice system and had put sev-

eral persons’ criminal convictions at risk.

It is necessary to note that the High Court’s deter-

mination of the issue of PII in AB v CD differs from the

approach ordinarily taken in NSW. In NSW, a court does

not conduct a balancing exercise, weighing competing

public interests against each other. Aside from the limited

exception of where, during a criminal trial, disclosure

could help demonstrate the defendant’s innocence, the

balance ‘has already been struck – it falls on the side of

non-disclosure’.24 In Cain v Glass (No 2), McHugh JA stated:

the courts in this State [NSW] should continue to apply

the rule that no question of weighing competing public

interests arises when a claim is made that the name of a

police informer should be disclosed. The rule is absolute

and is relaxed only ‘where upon the trial of a defendant

for a criminal offence disclosure of the identity of the

informer could help to show that the defendant was

innocent of the offence’.25

It will be interesting to see if, should similar circum-

stances to the Lawyer X case arise in NSW, a court

would follow the balancing exercise undertaken by the

High Court in AB v CD and abandon its ‘hardened’26

position against disclosure.

Can legal professionals ever act as human
sources?

This article has so far examined the case of AB v CD and

its implications for PII as it applies to informants. The

following part addresses the question of whether or

not current legal professional rules and client legal priv-

ilege adequately prevent legal advocates from acting as

human sources. In AB v CD, the High Court was unam-

biguous in its criticism of the conduct of Ms Gobbo and

Victoria Police, labelling the former barrister’s conduct

‘appalling’ and the Police’s conduct ‘reprehensible’.

However, in delivering its brief (four-page) reasons for

judgment, the High Court did not consider if current

laws were sufficient to prevent police from acting in a

similarly reprehensible fashion in the future. There is no

legislation that explicitly circumscribes the circumstances

18Sankey v Williams (1978) 142 CLR 1, 38 (Gibbs ACJ). See also Cain v Glass (No 2) (1985) 3 NSWLR 230 (‘Cain’).
19AB v CD (n 14) [2].
20AB v CD (n 14) [4], [7], and [11] citing Witness Protection Act 1991 (Vic) s 3B(2)(b). Lawyer X refused to enter the program, arguing that ‘Victoria Police
cannot be trusted to maintain confidentiality’ and ‘apparently that she would prefer to wear the risk than subject herself and her children to the
limitations and burdens that witness protection would surely entail’.
21AB v CD (n 14) [9]-[12]. This followed the decisions of the Supreme Court of Victoria and the Victorian Court of Appeal.
22The Victorian Court of Appeal has since ruled that the suppression order keeping EF’s name a secret should be lifted on 1 March 2019: Tammy Mills,
‘Real Identity of Informer 3838 Set to Be Revealed’, The Age (online at 22 February 2019) http://global.factiva.com/redir/
default.aspx?P¼sa&an¼AGEEOL0020190221ef2l000uo&cat¼a&ep¼ASE.
23Judicial College of Victoria (n 1) [4.4.3] (emphasis added).
24DPP v Smith (1996) 86 A Crim R 308, 312 (Gleeson CJ, Clarke and Sheller JJA) (‘Smith’).
25Cain (n 18) 248 (McHugh JA, Kirby P agreeing on this point).
26Smith (n 24) 311 (Gleeson CJ, Clarke and Sheller JJA).
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in which a person can, and cannot, act as a human

source.27 Instead, the informer–handler relationship is

governed by internal government agency policies and

protocols. In the absence of such legislation, the High

Court resorted to abstract ethical statements derived

from the police officer’s oath to discharge their duties

‘faithfully and according to law’ and to serve ‘without

favour or affection, malice or ill-will’.28

The case raises the normative question of what limits

should be imposed on the ability of legal professionals to

act as human sources? Would it be desirable or beneficial

for all legal professionals to be prohibited from informing

to law enforcement, or just those acting in or advising on

criminal proceedings? Should solicitors and barristers be

prohibited from disclosing information to law enforce-

ment only where that information has been provided

by or relates to their client? Or should legal professionals

be prohibited from disclosing confidential information to

law enforcement under any circumstances?

There are numerous arguments against allowing crim-

inal lawyers and barristers to act as human sources.

Primarily, it damages the perception – and the reality –

that these individuals are independent from the prosecu-

tion in criminal proceedings. This undermines the adver-

sarial system, which frames the criminal trial as a

‘contest’ between the prosecution (acting as the state’s

representative) and the defendant.29 Adversarial justice

places a significant emphasis on procedural fairness,30

including the defendant’s right to silence, the presump-

tion of innocence and the requirement that the prosecu-

tion must prove the defendant’s guilt beyond reasonable

doubt. Clients should be confident that their communi-

cations to lawyers and barristers are kept confidential;

that their best interests will be promoted by their legal

advocate; and that the advocate will disclose to them any

conflicts of interest that may compromise the advocate’s

ability to act freely and fearlessly in their defence.

On the other hand, it may be argued that law enforce-

ment should have access to all information that may

assist them in detecting, disrupting and punishing criminal

activity. The High Court has previously recognised an

‘obvious tension’ between client legal privilege and

‘the desirability, in the interests of justice, of obtaining

the fullest possible access to the facts relevant to the

issues in a case’.31 While recognising that this tension

exists, the prosecution should not ‘secure a conviction

at all costs’, but has a duty to present accurate evidence

fairly before the court.32 In the Lawyer X case, Victoria

Police perceived a need to bend the rules of procedural

fairness due to the unprecedented nature of Victoria’s

‘gangland wars’ of the late 1990s and 2000s. This was a

period of significant underworld criminality and police

corruption in which 36 criminal figures were killed.

Victoria Police Chief Commissioner, Graham Ashton

AM APM justified the handling of Ms Gobbo as an

informant on the grounds that the gangland wars – in

which Ms Gobbo was used as a ‘weapon’33 – were ‘a

desperate and dangerous time’ where ‘a genuine sense

of urgency was enveloping the criminal justice system,

including police’.34

To understand what rules constrain lawyers and bar-

risters from disclosing confidential information to law

enforcement, regard should be had to the Legal

Profession Uniform Conduct (Barristers) Rules 2015 and

the Legal Profession Uniform Law Australian Solicitors’

Conduct Rules 2015 (Uniform Rules). At common law

and under the Uniform Rules, solicitors and barristers

owe a primary duty to the court and to the justice pro-

cess. This sits above their duties to their clients. Lawyers

and barristers must not act in a way which brings the

profession into disrepute or diminishes public confidence

in the administration of justice.35

The Uniform Rules provide that barristers and lawyers

must not disclose confidential client information.36 This is

consistent with the observations of Dr Matthew Collins

QC, President of the Victorian Bar Association, that: ‘All

Australians are entitled to know that, when they seek legal

advice, the information they provide to their lawyer will

be treated in the strictest confidence’.37 Client legal priv-

ilege (or legal professional privilege) exists for the benefit

of, and can be waived by, the client. Once a common law

right, in Victoria, client legal privilege is now protected in

the Evidence Act 2008 (Vic) s 118, which exists alongside

the ‘litigation privilege’ in s 119. Section 118 provides that

a confidential communication between a client and their

lawyer is not to be adduced as evidence where the com-

munication was made ‘for the dominant purpose of the

lawyer . . . providing legal advice to the client’.38 Where

client legal privilege applies, it inhibits or prevents a

party’s access to potentially relevant information. A

27The author does, however, acknowledge that legal professional rules regulate the conduct of lawyers and barristers in a more general sense.
28Victoria Police Act 2013 (Vic) sch 2: ‘Oath or Affirmation for Police Officers’.
29Robert Hayes and Michael Eburn, Criminal Law and Procedure in New South Wales (LexisNexis, 5th ed, 2016) [1.59].
30Anthony Mason, ‘The Future of Adversarial Justice’ (1999) 5 Bar News: The Journal of the New South Wales Bar Association 4.
31Esso Australia Resources Limited v Commissioner of Taxation (1999) 201 CLR 49, [35] (Gleeson CJ, Gaudron and Gummow JJ) (‘Esso’).
32Hayes and Eburn (n 29) [1.60].
33Rohan Smith, ‘Informer 3838: Lawyer X in Gangland War Turned on Melbourne Underworld’, News.com.au (online at 5 December 2018) https://
www.news.com.au/news/national/informer-3838-royal-commission-to-examine-how-gangland-lawyer-turned-on-her-clients/news-story/
821bdc87297abce011576845c1a7da5e.
34Calla Wahlquist, ‘Victoria Calls Royal Commission into Underworld Lawyer Scandal’, The Guardian (online at 3 December 2018) https://www.the-
guardian.com/australia-news/2018/dec/03/victoria-calls-royal-commission-into-underworld-lawyer-scandal.
35Hayes and Eburn (n 29) [1.59]; Legal Profession Uniform Law Australian Solicitors’ Conduct Rules 2015 rr 3.1 and 5 (‘Solicitors’ Conduct Rules’); Legal
Profession Uniform Conduct (Barristers) Rules 2015 r 8 (‘Barristers Rules’).
36Solicitors’ Conduct Rules (n 35) r 9; Barristers Rules (n 35) r 114.
37Matt Collins, ‘‘‘Ends Justify Means’’ Position Profoundly Wrong’, Herald Sun (Melbourne, 5 December 2018) 6.
38Client legal privilege extends to a confidential communication made by two or more lawyers acting for the client and the contents of a confidential
document (whether delivered or not) prepared by the client, lawyer or another person: s 118(b)–(c).
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primary rationale for the privilege is that it ‘exists to serve

the public interest in the administration of justice by

encouraging full and frank disclosure by clients to their

lawyers’. People should be able to seek and obtain legal

advice and legal assistance without ‘the apprehension of

being prejudiced by subsequent disclosure of the

communication’.39

In addition to breaching the duty of confidentiality

owed to the client, acting as a human source may conflict

with a legal advocate’s obligation to ‘fearlessly’ promote

and protect their client’s best interests to the best of

their skills and diligence. Advocates must do this without

regard to their own interests. Further, a barrister must

refuse to accept or retain a brief if the client’s interest in

the matter is or would be in conflict with the barrister’s

own interest; or where she or he has already discussed

the facts of the matter in any detail (even on an informal

basis) with another party with an adverse interest.40

Exceptions to rule against disclosure

There are exceptions to the rule that an advocate cannot

disclose confidential client communications. A barrister

can disclose confidential client information to appropriate

authorities if the client threatens the safety of another

person and the barrister believes, on reasonable grounds,

that there is a risk to any person’s safety.41 A solicitor can

disclose confidential client information ‘for the sole pur-

pose of avoiding the probable commission of a serious

criminal offence’ or ‘for the purpose of preventing immi-

nent serious physical harm to the client or to another

person’.42 These exceptions are restricted to future

harms or future serious offences, as opposed to harms

or offences that have already been occasioned. They might

apply, for instance, where the client has expressed an

intent to seriously injure or kill somebody. A key differ-

ence is that the exception for barristers is limited to

threats of harm emanating from the client, whereas the

exception for solicitors focuses on whether the disclosure

of the confidential information may prevent imminent ser-

ious harm or a serious offence. The rationale for this

distinction is unclear; it is therefore suggested that the

exception in the Barristers Rules be amended to be con-

sistent with those in the Solicitors’ Conduct Rules.

The covert communications of Ms Gobbo were not

limited to discrete instances where her clients threatened

imminent harm. At multiple points, Ms Gobbo acted in

breach of the rules relating to confidentiality, loyalty and

acting in a client’s best interests. In one example, she

appeared for a client (Mr Peters) on a number of criminal

charges at the same time as being registered as an inform-

ant. Ms Gobbo provided information about Mr Peters

before his arrest, including the general location of a drug

laboratory that led to his arrest. Ms Gobbo acted as his

lawyer on the day of Mr Peters’ arrest, following which he

agreed to assist police. She appeared for Mr Peters in

relation to further criminal charges. Justice Ginnane

stated in the Supreme Court proceedings of AB v CD:

He [Mr Peters] was entitled to receive independent legal

advice about his options before he decided to plead

guilty, but he did not receive it . . . his plea and assistance

to police occurred in the context of his understanding

that EF, as his lawyer, was acting solely in his interests.

That was not the case.43

Ms Gobbo is also said to have provided ‘literally thou-

sands of hours of recorded conversations’44 to Victoria

Police.

Conclusion: Is there a need for reform?

It was Ashton, then Assistant Commissioner of Victoria

Police, who instigated a review of the handling of Ms

Gobbo, conducted by former Victoria Police

Commissioner Neil Comrie AO APM in 2012. This led

to the disbandment of the human source unit that dealt

with her. The matter was later reported to the Victorian

Independent Broad-based Anti-Corruption Commission

(IBAC), which investigated and reported on Victoria

Police’s management of human sources in 2015 in the

IBAC Report. IBAC Commissioner Murray Kellam AO

QC found that ‘Victoria police had failed to act in

accordance with appropriate policies and guidelines’ in

their recruitment, handling and management of 3838.

The IBAC Report made 16 recommendations for the

future recruitment, handing and management of human

sources. Victoria Police has advised that it has since

adopted these recommendations. Changes included

‘ensur[ing] police personnel better recognise and

address risks associated with the management of

human sources’. Victoria Police has also strengthened

its governance arrangements for the management of

human sources, including the introduction of a regular

audit regime. Significantly however, despite finding ‘neg-

ligence of a high order’ in Victoria Police’s human source

practices, Commissioner Kellam ‘did not find that any

unlawful behaviour had occurred’.45

Aside from legal profession rules, no legislation spe-

cifically prohibits law enforcement from registering and

39Esso (n 31) [35].
40Barristers Rules (n 35) rr 35 and 101; Solicitors’ Conduct Rules (n 35) r 4.1.
41Barristers Rules (n 35) r 82.
42Solicitors’ Conduct Rules (n 35) rr 9.2.4 and 9.2.5.
43AB (a pseudonym) v CD (a pseudonym); EF (a pseudonym) v CD (a pseudonym) [2017] VSC 338, [300]-[306] (Ginnane J).
44Sarah Farnsworth, ‘Lawyer X Identified as Nicola Gobbo after Court Lifts Suppression Order on Informer 3838’, ABC News (online at 2 March 2019)
https://mobile.abc.net.au/news/2019-03-01/lawyer-x-informer-3838-identity-revealed-nicola-gobbo/10826958?pfmredir¼sm.
45Independent Broad-based Anti-Corruption Commission, ‘Special Report Concerning Police Oversight’ (Report, August 2015) 29 (emphasis added).
The IBAC Report was not publicly released due to the injunction in place at the time, and the worry that its contents could jeopardise the safety and
wellbeing of individuals providing information to Victoria Police.
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using legal professionals as human sources. Instead, the

informer–handler relationship is regulated by internal

agency policies and protocols. The concluding part of

this article argues that the Royal Commission presents

an important opportunity to consider whether law

reform is needed to prevent legal professionals from

acting as human sources.

The human source management policies of govern-

ment agencies are not publicly available. Therefore,

they are not subjected to external scrutiny, outside of

that which may be undertaken by police integrity orga-

nisations such as IBAC, or that which is being undertaken

by the Royal Commission. As the Lawyer X case dem-

onstrates, the informer–handler relationship is shrouded

in secrecy; only a select few individuals within an organ-

isation ordinarily know the identity of an informant. In

addition, rigid secrecy provisions can dissuade whistle-

blowers from reporting potentially unethical conduct

relating to informants.46 It is presently unclear what

internal limits are in place, and how breaches of human

source policies are monitored and responded to. It is

also unclear at what stage agencies register human

sources on their books. Do agencies apply different

rules to persons who inform on an ad hoc basis, as

opposed to those who are engaged in ongoing infor-

mer–handler relationships? Do internal policies expressly

forbid certain professionals, such as barristers and law-

yers, from acting as human sources? These are matters

that the Royal Commission may shed light on.

The Royal Commission might also consider whether

legal professional rules and internal policies are sufficient

to prevent cases like that of Lawyer X from arising in the

future. Specifically, there may be a need for legislation

that places clear limits on who can and cannot act as a

human source. Such legislation might circumscribe how

law enforcement agencies select, register, handle and

manage informants. It might also preclude persons hold-

ing specific professional obligations or roles from acting

as a human source. In the absence of such legislation, the

courts and the public must simply trust that lawyers and

law enforcement will act without iniquity.47

It is insufficient to merely ‘hope’, as the High Court

did in AB v CD, that the situation of Lawyer X ‘will never

be repeated’.48 Revelations that additional legal profes-

sionals have acted as informants show that the case might

not be as ‘unique’49 as the High Court then understood.

The Lawyer X case and subsequent revelations have

likely already undermined public confidence in the integ-

rity of the criminal justice system. We await the findings

of the Royal Commission to ascertain what actions it

recommends to repair and restore this confidence.
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